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ARG FEEAN T BCI5 BN OneNET & Il 77 %
® ATC {§4i5&% (BC95_ONENET_Application_Note V1.2)
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2 # ONENET plE—/g&

2.1. ONENET “‘F&22#)

Liemmemese 2 mnupEnzem 3 it
RBEHAMAFID  Token. £ A % LWM2MHR 55 2%
OneNet-FH{ " 5 | _ | OneNet-API3% | . LWI\$I\£EE’¢%
FRERTE AT (UDP 5683)
A LM NB-l0T%
-lo
N
4‘ ESYis
i A http3z 1 5NB-10T
Bl s B4
v

1 FOneNet-
API(http$Z 1)
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APPEERVER

CONENETES
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2.3. ONENET F &Mk S

2.3.1. HEMEKS
7t One NET HI/' 5r=f&B-F- &M, #uhk: http://open.iot.10086.cn/4% i/~ il FAL 5
BHBAR T o

2.3.2. Bl

BEATFRE G, LFER B i, SRR QI b RO SRBCE SR id, {5 20T DABE(EIES

2.3.3. IRHUB4A secret

4 DRTFHFU=ER 2 MR

#1=748 (secret) :[nwuP36 X" R 3 DUIQMhCZjOUSY

mr “RATHBGEE” TR secret FH, LR E
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3 MAFHIUESR 2 MRENER

nb test

EEEMNAT, : NBCoAP

= 0 4
ENEE £ AR A
I 4 0 4
APl Key BREEEE

g CATFIBGE T > EHER AR, BENSE BRI, AT D, dsa

3 ZpuEt

3.1. 3RBX token {H
I GET

http://api.heclouds.com/pp/token?user_id=xXXXX&SeCret=xxXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
HTTP/1.1

User-Agent: Fiddler

Host: api.heclouds.com

Content-Type: application/json

Content-Length: O
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MRz -

HTTP/1.1 200

Date: Tue, 24 Oct 2017 06:55:44 GMT
Content-Type: application/json;charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

Pragma: no-cache

7d

{"errno”:0,"error":"succ","data":{"token" :" XXX XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX XXX XXX
XXXXXXXXXXXXXXXXXX","timeout”: 7200} }

0

3.2. BJE NB-loT /=

F5%: POST
http://api.heclouds.com/product?token=xxXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXX HTTP/1.1

User-Agent: Fiddler

Host: api.heclouds.com

Content-Type: application/json

Content-Length: 152

{

"name": "onenet_Second",
"industry": 1,

"category": "A0114",
"description": "test",

"os": 1,

"carrier": 1,

"connection": 1,
"protocol": 6

}

M) R :

HTTP/1.1 200

Date: Tue, 24 Oct 2017 07:00:04 GMT
Content-Type: application/json;charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

Pragma: no-cache

62
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{"errno":0,"error":"succ","data":{"product_id":xxxxx,"master-
Key™ I XXX XX XXX XXX XXX XXX XX XXX XXX XXX }}

0
FESHIHA:
1. os, BfFR%, Hb
1: 'Linux', 2: 'Android’, 3: 'VxWorks', 4: 'uC/OS', 5: k', 6: 'HAd';
2. carrier, W%%izEw, HA
1: '3, 2: "HF', 3: 'BUE', 4 '/E\:ﬁﬁ':
3. connection, Bk, He
1. ‘wifi', 2: "Bl ML
4. protocol: W&EANTTA, Hh
1: 'HTTP', 2: 'EDP', 3: 'MQTT', 4 : 'Modbus', 5: 'JT/T808', 6: 'NBCoAP';
5. industry, 17k, Hrp
1 EEEFE, 2: $$ﬂm% 3 T%ﬁu% 4: CBEITIME, 5 EEBLE, 6: WifLH. 7. B
s, 8: WREHE", 9 HEENE, 10: AWK, 11. 'HAh
6. category, i, /\Equﬁﬁ%xﬂ“jj
A0114: "KEH', A0218: 'A:iEHIZE,
B0103: 'JrASMEF= ', BO208: 'IRAMLE A
C0104: "ZFuph’,
D0110: 'RR#AEE R# %', DO211. 'RRELEE 3w #,
E0112: "RAEFFH WK, E0210: "REXEHD,
FO105: ' RETTAIES/HE), F0203: "FEEDrHEEI A",
GO110: #ho #8158, G0201: 'MP3/MP4', G0202: "Il & T, G0203: 'HHUHEZ#', G0204: '¥&
Wi A
H0108: 'T4Tizsh, H0205: 'FEAYMH & ', HO305: '#§4', H0306: 'J4hEM]', 10101: ‘HAl
3.3. A& NB-loT ¥4
F5k: POST
http://api.heclouds.com/devices HTTP/1.1
User-Agent: Fiddler
Host: api.heclouds.com
Content-Type: application/json
api-Key: XXXXXXXXXXXXXXXKXXXKXXKXXXKXXXKX
Content-Length: 344
{
"title": "Quec_One",
"desc": "humidity1",
"tags": [
"china",
"mobile"
1
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"protocol”: "NBCoAP",

"private": true,

"auth_info": {
"861111003929109":"460111176317777"

|3
"obsv": true,
"other": {
"version": "1.0.0",
"manu": "Fffffee"
}
}
M) R -

HTTP/1.1 200 OK

Date: Tue, 24 Oct 2017 08:45:54 GMT
Content-Type: application/json
Content-Length: 58

Connection: keep-alive

Server: Apache-Coyote/1.1

Pragma: no-cache

n.n

{"errno":0,"data":{"device_id":"xxxxxxxx"},"error":"succ"}

FESHIHAA:

1. other FEUWRAWIEHE, R A I 5% 161

2. W RYHE A errno RORE RIS, error KoREE R, WIRAIE RS RN, NEA device_id B
3. NBCOAP #{% auth_info # imei CRHEIT 17 £2) F1imsi ORI 16 1) ¥l Eir e 7R R

4 ONENET £&45 BCOS #HR3rH

4.1. FEM ONENET

/IConfigure a communication suite with one command.
AT+MIPLCREATE="?
+MIPLCREATE: <totalsize>,<config>,<index>,<currentsize>, <flag>

OK
AT+MIPLCREATE=51,130033f10003f20021050011000000000000000d3138332e3233302e34302e343
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000044e554c4cf3000cea00c800044e554c4c,0,51,0

ref: 1 /IConfigure the communication suite successfully.
OK

AT+MIPLPORT=5683

OK

AT+MIPLADDOBJ=?
+MIPLADDOBJ: <ref>,<objld>,<insCount>,<insBitmap>,<attrCount>,<actCount>

OK

//Add object for communication suite.
AT+MIPLADDOBJ=1,3311,1,1,4,1
OK /IAdd object successfully. And the instance ID 0 will registered.

AT+MIPLOPEN="?
+MIPLOPEN: <ref>

OK
/IRegister to the ONENET Server.
AT+MIPLOPEN=1

OK

CONNECT OK /IRegistered to the ONENET Server successfully.
+MIPLDISCOVER: 1,12638,3311 /IDiscover request URC

+MIPLOBSERVE: 1,12636,0,3311,0 //Observe request URC (Only when set auto observe on

OneNET platform)
AT+MIPLDISCOVERRSP=1,12638,19,"5850,5851,5706,5805" //respond discover request
OK

AT+MIPLOBSERVERSP=1,12636,1 /lrespond discover request
OK

AT+MIPLOBLIST?

+MIPLOBLIST: 1,1,12636,3311,0,-1 /IQuery observe list

OK

B FEES HE—MERPIRIITFES | FAULMREERINE. 5. HiTSRE

FE IHERETR S BIET#E

1 Light Control
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BEER

BELERS HE— M BFFIRENTAS , FATLEERInE. 5, HUTESRIE.

FE LHHEHR [EiEE 5= BEE
on/off boolean true
Dimmer integer 0
1 Light Control 0
Colour string wonderful
Cumulative active power float 8.8800001144409

BC95_OneNET F& IR

BeffE]
2017-12-06 15:31:35
2017-12-07 16:40:39
2017-12-11 20:45:56

2017-12-07 16:01:55

i

RBEEE « BR7E ¢ WR

1E_ LR EZ J5 0] AFE OneNET & LER| EEF G R, RoaniElEms). HAd objectlD F1
ResourcelD FMERFA IPSO #YE) OneNET &< Bon A4, @ik, B RMAEEESE, S

7~ IDH.

4.2 R EFE (dbmEd:  App—>S )

Bik: GET

http://api.heclouds.com/nbiot?imei=861111003929109&0bj id=3311&o0bj_inst_id=0&res_id=99

HTTP/1.1

User-Agent: Fiddler

Host: api.heclouds.com

api-key: XXXXXXXXXXXXXXXXXXXXXXXKXXXXX

PR E3R URC:
+MIPLREAD: 1,12643,3311,0,99

Y N
+MIPLREADRSP: TIMEOUT(12643)
Fiddle 1&[E]:

HTTP/1.1 200 OK

Date: Mon, 11 Dec 2017 12:57:23 GMT
Content-Type: application/json
Content-Length: 47

Connection: keep-alive

Server: Apache-Coyote/l1.1

Pragma: no-cache

{"errno":16,"error":"unsuccess: TIME_OUT null"}

FEH EHt URC:
+MIPLREAD: 1,12644,3311,0,99

EESRELEIVE
AT+MIPLREADRSP=1,12644,3311,0,99,1,4,"8019",0,0

EEBTBEERARBEERAF
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OK

Fiddle jR[E]:

HTTP/1.1 200 OK

Date: Mon, 11 Dec 2017 12:59:29 GMT
Content-Type: application/json
Content-Length: 127

Connection: keep-alive

Server: Apache-Coyote/1.1

Pragma: no-cache

{"errno":0,"data":[{"res":[{"res_inst":[{"val":[56,48,49,57],"res_inst_id":99}],"res_id":99}],"obj_ins
t_id":0}],"error":"succ"}

ER: Fiddle IREIHH“val™E SRR R —E

4.3. 5REFE (dbmEd: App—>S )

F53%: POST
http://api.heclouds.com/nbiot?imei=861111003929109&0bj_id=3311&0bj_inst_id=0&mode=1
HTTP/1.1

User-Agent: Fiddler

Host: api.heclouds.com

api-key: XXXXXXXXXXXXXXXXXXXXXXXKXXXXX

content-type: application/json

Content-Length: 331

"data": [
{
"res_id": 8,
"val":
"H123456789H123456789H123456789H123456789H123456789H123456789H123456789H123456789

|3
{
"res_id": 18,
"val": "10"
|3
{
"res_id": 28,
"val": "20"
}

LERmAEHARB AR AR 14 /22
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R R URC:

+MIPLWRITE:
1,12648,3311,0,8,2,80,48313233343536373839483132333435363738394831323334353637383948313
23334353637383948313233343536373839483132333435363738394831323334353637383948313233
343536373839,0

+MIPLWRITE: 1,12648,3311,0,28,2,2,3230,0
+MIPLWRITE: 1,12648,3311,0,18,2,2,3130,0

BRERAN I L
+MIPLWRITERSP: TIMEOUT(12648)

Fiddle iR[A]:

HTTP/1.1 200 OK

Date: Mon, 11 Dec 2017 13:11:30 GMT
Content-Type: application/json
Content-Length: 47

Connection: keep-alive

Server: Apache-Coyote/1.1

Pragma: no-cache

{"errno":16,"error":"unsuccess: TIME_OUT null"}

FEHR R URC:

+MIPLWRITE:
1,12642,3311,0,8,2,80,48313233343536373839483132333435363738394831323334353637383948313
23334353637383948313233343536373839483132333435363738394831323334353637383948313233
343536373839,0

+MIPLWRITE: 1,12642,3311,0,28,2,2,3230,0
+MIPLWRITE: 1,12642,3311,0,18,2,2,3130,0

AR R IE FM R -
AT+MIPLWRITERSP=1,12642,1,0
OK

Fiddle iR[E]:

HTTP/1.1 200 OK

Date: Mon, 11 Dec 2017 12:54:47 GMT
Content-Type: application/json

LERmAEHARB AR AR 15/22
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Content-Length: 26
Connection: keep-alive
Server: Apache-Coyote/1.1
Pragma: no-cache

{"errno":0,"error":"succ"}

4.4, PATHERIR (dbmEO: App—>S )

F53%k: POST
http://api.heclouds.com/nbiot/execute?imei=861111003929109&0bj_id=3303&0bj_inst_id=0&res_i
d=0 HTTP/1.1

Host: api.heclouds.com

api-Key: XXXXXXXXXXXXXKXXXX XXX XXX XKXXX

content-type: application/json

Content-Length: 24

{

"args": "ping"
}
IR E#Rk URC:

+MIPLEXEUTE: 1,12646,3311,0,10

BRI
+MIPLEXECUTERSP: TIMEOUT(12646)

Fiddle iR [H]:

HTTP/1.1 200 OK

Date: Mon, 11 Dec 2017 13:08:32 GMT
Content-Type: application/json
Content-Length: 47

Connection: keep-alive

Server: Apache-Coyote/1.1

Pragma: no-cache

{"errno":16,"error":"unsuccess: TIME_OUT null"}

=R 3R URC:
+MIPLEXEUTE: 1,12645,3311,0,10

PR A L«
AT+MIPLEXECUTERSP=1,12645,1
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OK

Fiddle iR[A]:

HTTP/1.1 200 OK

Date: Mon, 11 Dec 2017 13:05:03 GMT
Content-Type: application/json
Content-Length: 26

Connection: keep-alive

Server: Apache-Coyote/1.1

Pragma: no-cache

{"errno":0,"error":"succ"}

A5 THEEFIR dbMED: App—>S )

F5%: POST
http://api.heclouds.com/nbiot/observe?imei=861111003929109&cancel=false&obj_id=3311&obj_in
st_id=0 HTTP/1.1

User-Agent: Fiddler

Host: api.heclouds.com

api-key: =9046EMYwWFHIjCGoJXfT5KLDOUk=

content-type: application/json

Content-Length: 122

HTTP Body:
{
"data": [
{
"res_id": 5,
"val": "HELLO1357A"
}
]
}
R B URC:
+MIPLOBSERVE: 1,38421,0,3311,0
R BRI R R
AT+MIPLOBSERVERSP=1,38421,1
OK

AT+MIPLOBLIST?
+MIPLOBLIST: 1,1,38421,3311,0,-1

LERmAEHARB AR AR 17122
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OK

Fiddle #&[H]:
HTTP/1.1 200 OK

Date: Tue, 12 Dec 2017 03:25:58 GMT

Content-Type: application/json
Content-Length: 26
Connection: keep-alive
Server: Apache-Coyote/1.1
Pragma: no-cache

{"errno":0,"error":"succ"}

4.6. EFEIE

i} AT+MIPLUPDATE 774 1] UL Bk & 11 lifetime FEEIR R,
Hr, Al L@ wireshark I ARTE B E 1ZHAE .

Hr
e

g 14 EEEA L LWM2M

BANREDRERESRK

E= v

BC95_OneNET F& IR

F A1 6 B VR A I B8R B

BiE

© W @ O

REHERIA AL & lifetime 98640080, RIBLERIE M2 5 — KR N AT EHUFT A1 S AR BoRfELL

PERE i fetime R lE:
AT+MIPLUPDATE="?

+MIPLUPDATE: <ref> <lifetime>,<withObjectFlag>[,<autoUpdateFlag>]

OK

AT+MIPLUPDATE=1,80,0,0 //change lifetime to 80s,manual update

OK

AT+MIPLUPDATE=1,800,0,1 //change lifetime to 800s,automatical update

OK

O lifetime 04 80 A2 Ja, SEARF Loy Bl R R IAILER AT LLFET &5 B BB EE, 4R s

EEBTBEERARBEERAF
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248 hd

EE:

BC95_OneNET F& IR

EE

1. EHHRRTIFRBEATRSSILEREERENTEER TLRBRLIRE
2. RERBRRETNEHF, lifetime RIERILAT 600 75, BN ATREHIMEMARIER L ZFEE;
3. MTFIHEFHBH TITHRESCAHMEERBSN ARG E— MK lifetime FFE MCU #EHIEH

#AE.

4.7. TR IR B3k

4.1 5T R PR 3311/0/5706:
AT+MIPLNOTIFY=1,12636,3311,0,5706,1,9,"wonderful",0,0

OK

£ & FAl UL $ 3311/0/5706 )@ A4k, &I ps .

GEEE

RE RS HE AN ERIERTAT , FATLMXEERRR. 5. RTSRE

s STHIEFR EitE Bttn [EitE
On/Off boolean true
Dimmer integer 0
1 Light Control 0
Colour sing [ wondert ]
Cumulative active power float 8.8800001144409

4.8. FE#1E
FEHRFE IE#f9 3 Discover 2 J&, E V& EAfPAEFILLT N

EEBTBEERARBEERAF

S REEE « G7IE « MR

A1)
2017-12-06 15:31:35
2017-12-07 16:40:39
2017-12-11 20:45:56

2017-12-07 16:01:55
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000

BEER E RESE « SFEE o 3

BE HARS HEMERAIFIITET | PATLNREERME. 5. MTHRE.

Fs TSR S [RrEEE EMEE B8] E
on/off boolean true 2017-12-06 15:31:35 B
Dimmer integer 0 2017-12-07 16:40:39 %
1 Light Control_0 - §
Colour string wonderful 2017-12-11 20:45:56 il
Cumulative active power float 8.8800001144409 2017-12-07 16:01:55 L) (-E/ Q} S §

TER— AT G A — R ERIEFIR, 00 “87, “57. “PAT” M TR, IRIETRIRI A E B
TEEAE AR, 5 HE (IPSO SmartObject Guideline Smart Objects Starter Pack1.0) }i3i fit 7
HSCFrIBRAE . AR 7 570 “HUT 7 $2H, B BHGHIR URC,  BEHR e S8 I AN 3¢
FRIRAE. P LLIEIE T B0 B object, SRS RITT BE SRR SRR MEAE, iy “VENE” W LG P s
e/

S wz

5.1. <config>Z¥fc & 7%Vt B

xmltool & H T4 i E B E SN TH, R XML SCHRNE, 1% e kg0 E o
HERI S, B 28 e 3 S <config>Z 4.
xmltool R J72m 9 i R -
7t emd 4 47HiN: cis_cgtool.exe config.xml —o outputfile.bin, A=k outputfile.bin ST i Py 2Bl
JH<config>Z4i. config.xml SCH— AN 541 F B, HA I <config>Z 40N :
130033F10003F20021050011000000000000000D3138332E3233302E34302E343000044E554C4CF3000CE200C800
044E554C4C
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<?xml version="1.0" encoding="untf-g"?>

Eﬂ:nnfig}
= <litem>

versionxl</version>
<cfgonts>3</cfgont>
- < /item>

2
3
s
=
&

<item id="1">
- < fitem

[T
{11
=

12 Bl <item id="2">»

13 <data name="Min">1280</data>
14 <data name="Linktype">1l</data>
15 “data name="Bandtype">1l</data>
16 <data name="APN"></data>

17 <data name="Username"></data>

8 <data name=“Password“><ngEE;
<data name="Host"}183.230.40.404/datay]
<data name="Userdata">NULL</data>

- «fitem>

I
LQ

%]
=]

E  <item id="3">

<data name="LogEnabled">1</data>
<data name="LogExtOutput">1</data>
data name="LoglutputType">2</data>
“data name="LogOutputLevel">2</data>

=] M N b Ld R

L G L L KD ORY RY ORI ORI ORI ORI ORI ORI

8 <data name="LogBufferSize">200</data>
g <data name="Userdata">NULL</data>

0 - < /item

2

3 < /oconfigy
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